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ABSTRACT

Complex software components are playing increasingly vital roles in mission critical systems as well
as day to day life. The price of design and security flaws in these components can range from mere
economic loss, to widespread service disruptions, and even loss of lives. In this talk, I will present
my research work on new techniques to verify and analyze various properties of modern software
systems.

First, I will describe the MMC (Mobility Model Checker) verification system, a toolset for model
checking mobile systems and security protocols. MMC can be applied to detect and correct flaws in
the design phase of software development life cycle. I will present the foundations that make MMC
feasible and an optimizing compiler that significantly improves MMC's performance and scalability.

The second part of the talk will focus upon analysis techniques for Administrative Role-Based
Access Control (ARBAC) policies. Role-Based Access Control is widely used for expressing access
control policies; the policy changes are guided by administrative policies. I will present new
techniques and complexity results for solving reachability and related analysis problems for several
categories of ARBAC policies that are defined by simple restrictions on the policy language.
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